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La forma de accede a la informacion ha cambiado

Any place, any
device, any time

« netskope

Instantaneous sharing and
collaborating
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More sensitive data
now in the cloud



Los datos ya no estan dentro de un perimetro y en su
trasiego no lo atraviesan.
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Netskope, nacida en la nube para securizar la nube

IDC

IDC MarketScape Worldwide Cloud Security Gateways

GARTNER

Figure 1. Magic Quadrant for Cloud Access Security Brokers

As of November 2017
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Market share
CASB Market: Global, 2015 and 2016
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¢, Cuantas aplicaciones cloud se utilizan en la

empresa?

67.9%

---------------------------------

http:

" netskope

DATA OWNERSHIP TERMS """"""""""""""" E READY

of cloud services do not specify that the customer
owns the data in their terms of service

DATA ENCRYPTION AT REST -

of cloud services do not support encryption
of data at rest

DATA BACKUP IN OTHER GEOS

of cloud services replicate data in geographically
dispersed data centers
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Fase |. Descubrir las aplicaciones Cloud

—0—

Continuously discover
cloud services and assess
risk

Optionally block the most risky
services and coach users to use
alternatives

24600 H
o 0n0B@

® Block risky services
ok
|"{;| Coach users

" netskope

2% of cloud services are
brought under IT
management

4

98% are brought in by the
N business

Why this matters
* |T does not have (or want)
administrative access

* Therefore, there’s no way to connect
via API

'_

* And, blocking these services
completely is no longer acceptable to
your business

Only Netskope provides real-time visibility and
control of unsanctioned cloud services. We do

this for thousands of cloud services in real

time.
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Fase Il. Gobernar tus aplicaciones reguladas

 ¢Puedes saber que documentos se estan
o ” compartiendo publicamente y eliminar los
Safely enable cloud services you enlaces si contienen informacién personal?
nave sanctioned » (Eres capaz de controlar el malware que pueda
o e e aparecer en una carpeta cloud?
Implement granular policies e ¢Qué politica de acceso a la informacion vas a

definir para los dispositivos no corporativos?éVas
a permitir que un usuario descargue informacion
sensible en el PC de su casa?

Encrypt when * ¢Tienes forma de saber quién ha accedido a un
necessary
documento online?

Prevent data loss

Protect against threats

X - BORIEN -
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Fase Ill. Hablilitar de forma segura los servicios cloud
necesarios.

No puedes bloguear todas las aplicaciones cloud,

hay que habilitarlas de forma segura.

e ¢Siun usuario arrastra y pega de tu One-Drive
corporativo a su Dropbox, podrias detectarlo?

e ¢Puedes controlar que no se puedan hacer
descargas desde webmails personales?

 ¢Eres capaz de controlar y distinguir entre
instancias corporativas y personales de un mismo
servicio cloud?

e ¢Podrias habilitar de forma segura Wetransfer
para gue marketing lo pueda usar solo sin
trasegar info confidencial?

Safely permit unsanctioned, yet
necessary, cloud services

Identify ecosystems, non-
K corporate instances, and

create category-level and

context-based policies

@ Block risky activities
=200 9

Skipping this step may lead to user revolt
and a decrease in productivity
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Netskope Cloud Security Platform

Analytics Policy

Any
User

Any
Device Cloud XD
Any Data
Location Protection Protection

b s
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Netskope for laaS

AWS —
D ode i rwice
@ @ Amazon Amazon Elastic Load Private

EC2 S3 Balancing

@ (i N

Virtual Storage SQL DB

Machine Private

* Recent data breaches a reminder to safeguard data in the cloud:
— Verizon — 17M confidential customer data records exposed on a public S3 bucket
— Accenture — 40K passwords and credentials exposed on public S3 buckets
— Time Warner Cable — exposes 4M subscriber records exposed
« Managing security for laaS cloud services:
— How do admins and DevOps team manage access across all AWS, Azure, and GCP resources?
— Are there security or compliance holes in the configuration in laaS resources?

— Is your data safe in S3 buckets, EC2 instances, VMs, and DBs?
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Web Access with Netskope

 Remote users and branch offices go
directly to the internet

» Netskope intercepts traffic via:
— Managed devices
— Data plane on premises
— GRE tunneling

» Netskope is cloud native, elastic,
and infinitely scalable

— TLS decryption and threat protection
at scale

— No appliances to size
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FROM THE FOUNDATION ON UP

Traditional security tools are not architected
to go where Netskope is and will go

CLOSED OPEN

OLD LANGUAGE NEW LANGUAGE

OF INTERNET OF INTERNET
(BYTES) (APIs — CLOUD XD)

-
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BOXES ON- CLOUD
PREMISES NATIVE
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Want more info???

https://www.net
skope.com/Ip/cl

oud-security-
for-dummies/

« netskope

jer!”
Making Everything Easier T o

Cloud
Security

DUMMIES

Learn to:

« Evaluate the risk of enterprise
cloud services

« Monitor your organization’s
cloud usage

« Create a cloud security policy

« Protect against cloud threats

Brought to you by

« netskope

Lebin Cheng

Ravi Ithal

Krishna Narayanaswamy
Steve Malmskog

20 Most common CASB Use Cases

% netskope

. 20

Most Common

https://resources.nets
kope.com/ebooks/the-
20-most-common-
casb-use-cases

CASB Use Cases

Latest CASB analysis where Netskope was positioned as leader:

FROST

&
SULLIVAN

Gartner
= IDC

s Analyze the Future
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https://resources.netskope.com/cloud-
security-collateral/2018-global-cloud-
access-security-broker-market-

leadership-award

https://resources.netskope.com/h/i/38772
3493-gartner-magic-quadrant-for-cloud-
access-security-brokers/162467

https://resources.netskope.com/i/8938
27-idc-marketscape-worldwide-cloud-
security-gateways-2017-vendor-
assessment
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The way people work has changed and legacy
security can’t keep up

A CASB like Netskope helps you safely enable the
Summary S

cloud

Please, contact us to become an Expert!
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